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abstract

This study aimed to investigate the issue of consumer intention to disclose personal information via
mobile applications (apps). Drawing on the literature of privacy calculus theory, this research examined
the factors that influence the trade-off decision of receiving perceived benefits and being penalized with
perceived risks through the calculus lens. In particular, two paths of the direct effects on perceived ben-
efits and risks that induce the ultimate intention to disclose personal information via mobile apps were
proposed and empirically tested. The analysis showed that self-presentation and personalized services
positively influence consumers’ perceived benefits, which in turn positively affects the intention to dis-
close personal information. Perceived severity and perceived control serve as the direct antecedents of
perceived risks that negatively affect the intention of consumers to disclose personal information. Com-
pared with the perceived risks, the perceived benefits more strongly influence the intention to disclose
personal information. This study extends the literature on privacy concerns to consumer intention to
disclose personal information by theoretically developing and empirically testing four hypotheses in a
research model. Results were validated in the mobile context, and implications and discussions were

presented.

1. Introduction

The ownership of mobile devices and mobile media use have
reached the tipping point of exceeding desktop own- ership and
wired media usage. The total number of mobile subscriptions
worldwide is approximately 6.8 billion (International
Telecommunication Union, 2013). As of 2013, 65% of U.S. mobile
consumers had their own smartphones (Fingas, 2014), and in
2014, 519.7 million people in China were smartphone users, with
the number estimated to increase to 700 million by 2018
(Millward, 2014). The rapidly increasing mobile subscriptions
and the growing popularity of smartphones and tablet devices
equipped with billions of applications (apps) have unleashed new
marketing possibilities. As such, marketers incessantly develop
innovative strategies for exploiting mobile devices (e.g., tablet,
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wearablesmartwatch, and smartphone) toprovideconsumerswith
additional relevant mobile contents and services, such as person-
alization, socialization, and self-presentation opportunities.
However, the fundamental success of any creative mobile app
or service depends on the acquisition of personal information from
users. For instance, location-based services are not significantly
beneficial to mobile users if they refuse to share with mobile ser-
vice providers a certainlevel of information granularity about their
whereabouts at a specific time. Most mobile users believe that
releasing personal information has potential risks to the viola-
tion of their privacy. From users’ standpoints, when they agree
to offer personal information about what and how they do in
daily lives with location and time data, they can better present
themselves in a virtual world. For example, posting selfies on var-
ious social networking sites not only reveals personal interests
but also leaves digital footprints, allowing marketers to analyze
consumer profiles. The check-in function of Facebook also allows
marketers to perform location-based marketing. The possession of
hand-held devices with mobile technology allows consumers to
access mobile applications, social media accounts, online games,
and brand communities and to receive truly personalized services


mailto:twang@mail.ncku.edu.tw
mailto:danhdt12a8@gmail.com
mailto:chench@appstate.edu
http://dx.doi.org/10.1016/j.ijinfomgt.2016.03.003

at the right location and right time. For mobile service providers,
when they collect customers’ information regarding who, what,
how, where,and when they docertain things, the providersbecome
closer to the physical aspects of customers’” daily lives and per-
haps to the psychological aspects of inner self. The richness of
information exchanged in the mobile context is far more than
those in a purely internet, desktop-based environment. Another
facet of such personal information disclosure in the mobile con-
text is that it presents both benefits and risks to users, whereas it
only involves benefits to service providers. The process of enticing
users into agreeing to share their personal information via their
mobile devices has become a strategic business issue that should
be primarily resolved before the mobile business (m-business) can
deliver personalized products or services to customers.

In the m-business era, consumers are attracted to countless fea-
tures and apps on mobile devices, such as social media, games,
location-based services, real-time news, investment tools, enter-
tainment, travel guides, traffic updates, music, and e-books. To
maximize the features of mobile apps or receive promotional mate-
rials (e.g., emoticons, points, and coupons), consumers are often
asked to share their postings, photos, location, payment, and other
related personal information. The disclosure of the high granu-
larity of personal information increases the risk of compromising
or misusing personal information (Awad & Krishnan, 2006). The
paradox of enjoying personalized services and taking the risk of
losing personal information is evident in m-business. In the face of
such paradox, the e-business needs to seek approaches for show-
ing users that they would receive more benefits than the potential
cost caused by information misuse of the vendor and its affiliated
partners.

Information privacy has been extensively explored in both the
physical (Goodwin, 1991) and digital worlds (Barwise & Strong,
2002; Chellappa & Sin, 2005; Sutanto, Palme, Tan, & Phang, 2013;
Xu, Liao, & Li, 2008). Consumers are concerned about the inap-
propriate collection, storage, profiling, and use of their personal
informationfor unintended purposes without their consent (Keith,
Thompson, Hale, Lowry, & Greer, 2013). The privacy calculus model,
which suggests that consumers engage in a risk-benefit analysis
when they share information with the vendor, has beenadopted in
previousstudies (Laufer & Wolfe, 1977; Xu, Luo, Carroll, & Rosson,
2011). Drawing on this theoretical model, the current study aims
to propose and empirically test a research model on consumer
intention to disclose personal information through mobile apps.
Accounting for the simultaneity of the trade-off mental calcula-
tion in the mobile environment, the benefits and risks involved in
personal information disclosure in this context are proposed and
realized ina dual path model specification. The antecedents of both
the perceived benefits and risks are simultaneously examined in
the model to present a balanced view. Personalized service and
self-presentation are particularly proposed as key forces that drive
perceived benefits because the mobile technology enables mar-
keters to better design their promotional offers to consumers at the
individuallevel ataspecific timeandlocation once they have multi-
faceted personal data. The service level can be lifted to a highly
sophisticated and delicate level beyond the one based on a purely
internet-based approach. The possession of digital services and
entities also reveals and portrays self-concepts more vividly. The
importance of perceived severity and perceived control is further
intensified in the mobile context. The mobile technology connects
numerous elements into a thicker and broader web, creating anew
world (i.e., The Internet of things, IoT). Suchinfluence continuously
occurs, gradually changing people’s lives in a subtle but extensive
manner. Once mobile users agree to disclose their personal infor-
mation, they are led to a tight web of connected elements in which
information exchange can go beyond their comprehensionlevel.

With these research attempts, this study contributes to the
literature in several ways. First, this research examines the role
of psychological factors in privacy calculus theory and proposes
an affective-based privacy calculus model to examine disclosure
intention in the mobile context. Four psychological antecedents
thatinfluence users’ perceptions of the benefits and risks associated
with the revelation of personal data are proposed and empirically
investigated toprovidepracticingmanagerswithstrategicinsights.
Through investigating the dual paths of influences resulting from
the perceived benefits and risks in one model, this research also
examines the differential effects of these dimensions that are not
addressed in the existingliterature on privacy calculus. The empiri-
calfindings suggest new research opportunities to further enhance
our knowledge on privacy calculus and disclosureintention.

Second, the dual factors of the privacy calculus model, namely,
benefits and risks, are investigated simultaneously to clarify
whether the mental calculation on both paths works in tandem.
Through this approach, this study provides a holistic view of the
positive and negative forces that influence the intention of mobile
app users to reveal personal information.

The remainder of this paper is organized into five sections. Fol-
lowing the Introduction, Section 2 explains the proposed research
model based on the privacy calculus model and presents the
research hypotheses. Section 3 describes the research methodol-
ogy. Section 4 presents the empirical findings and model results.
Finally, Section 5 provides the conclusion coupled with theoreti-
cal contributions, managementimplications, and limitations of this
study, as well as suggestions for future research.

2. Conceptual foundation and research hypotheses

Absolute privacy can hardly be achieved in the digital world.
The privacy calculus model (Laufer & Wolfe, 1977) is commonly
used to analyze the privacy perceptions and behaviors of con-
sumers. Privacy calculus is a function that shows how consumers
decide whether to disclose their personal information based on
the results of a calculation from disclosure needs and privacy con-
cerns in a specific information-disclosure context (Xu, Teo, Tan, &
Agarwal, 2009). Privacy calculus serves as a function of consumers’
expectations of positive and negative outcomes before deciding
on what and how much information they will disclose to others
(Li, 2012). Previous literature has suggested several driving fac-
tors of the benefits and risks in various research contexts, including
traditional transactions (Culnan & Armstrong, 1999), online trans-
actions (Dinev & Hart, 2004), government surveillance (Dinev, Hart,
& Mullen, 2008), and location-aware marketing (Xu et al., 2011).

This study adopts privacy calculus theory as the research basis
and proposes that two paths can lead to the intention of per-
sonal information disclosure via mobile apps (Keith et al., 2013;
Li, Sarathy & Xu, 2010; Xu et al., 2011; Xu et al., 2009). The first
path reveals a positive effect from perceived benefits, whereas the
second pathpresents anegativeinfluencefromperceivedrisks. The
perceived benefits of information disclosure viamobile devicesand
applicationsappeal to differentcustomers. For instance, customers
engaged in m-banking can instantly receive information based
on their latest transactions, and they can learn how each trans-
action could affect their monthly spending budget (Khasawneh,
2015). Travelers receive personalized ancillary services via their
mobile phones to improve their travel experience (Morosan, 2015).
Grocery buyers can expedite the check-out process and readily
receive coupons via their mobile phones to save time and money
(Danaher, Smith, Ranasinghe, & Danaher, 2015). Innursing homes,
caregivers can receive recommended drugs via drug reference
software installed in their mobile devices to avoid adverse drug
events (Handler, Boyce, Ligons, Perera, Nace, & Hochheiser, 2013).



Customers are likely to disclose personal information via mobile
devices if their perceived benefits of doing so are high. The suc-
cess of these personalized mobile services heavily relies upon the
collection and analysis of detailed personal information. In receiv-
ing personalized services, customers face the risk of having their
personal information (e.g. location, shopping preference, medical
history, and social networks) compromised as a result of the lack of
security control across servers and/or client sites. Therefore, per-
ceived benefits and risks must be considered at the same time to
understand the decision of users to disclose personal information
via mobile devices.

Previous studies have identified several factors that affect the
perception of risks based on privacy calculus theory. For example,
Li (2012) conducted a literature review and listed the factors that
can discourage and encourage personal information disclosure. The
review suggests that the majority of the studies on this topic exam-
ine risks and benefits separately and that only a few studies have
analyzed the relative influence of privacy concern on the inten-
tion of personal information disclosure in an e-commerce context
(Dinev & Hart, 2003, 2006). This study attempts to fill the research
gap by suggesting a balanced approach for examining both the rel-
ative and joint benefits and risks of disclosing personal information
viamobileapps.

2.1. Investigating the antecedents of trade-off analysis through
the calculus lens

According to privacy calculus theory, consumers conduct a risk-
benefit analysis when deciding to disclose personal informa- tion
in a digital context. Given that most users are cognizant of the
dangers of disclosing personal information without sufficient
assurance, the risk-benefit assessment is becoming a common
practice in the digital world (Milne, Rohm, & Bahl, 2004). Before
allowing firms to access their privacy information, customers often
examine the potential benefits and risks they receive and
encounter. The privacy issue is more critical in the mobile con-
text because a variety of personal information, such as exact time,
location, and preference relevant to a specific behavior, is readily
available the minute customers agree to provide such information
via mobile apps. In addition, an increasing number of users access
online services and contents through mobile devices instead of
through a landline connection. In this case, increasing consumers’
intention to disclose their personal data through a mobile platform
becomes important to marketers with regard to consumer data col-
lection. This study proposes two driving forces of perceived benefits
derived from the provision of personal information and the other
two additional factors of perceived risk incurred due to personal
information revelation.

The first driving force of perceived benefits is self-presentation.
Self-presentation refers to the behavior of consumers to inten-
tionally regulate their personal image in the eyes of others. In
the Web 2.0 environment, users may display, edit, and manage
their own information for self-presentation such as online per-
sonal brands (Labrecque, Markos, & Milne, 2011). The personal
information arranged for others to see may include demographic
profiles, photos, selfies, videos, and friends lists (Lee, Ahn, & Kim,
2014). These digital materials may provide more social cues than
those revealed by body language, a type of expression that can
hardly be detected in non-face-to-face communications. For exam-
ple, the functions on Facebook, including check-in, like, comment,
and share, allow users to express and manage their identity and
image (Lee et al., 2014). When using the “check-in” function of
mobile Facebook, users can disclose their whereabouts at a spe-
cific time. People can also “tag” their friends in real-time. These
expressions, coupled withlocation-based data ata specific timenot
only provide other people with information on an individual’s social

network connections, but also allow others to match what they say
withwhatthey do. The combined temporal and spatial information
further completes a person’s online profile. Self-presentation can
be translated into a form of communication behavior that moti-
vates individuals to disclose or share self-provided information,
helping them construct and maintain their public self-image (Lee-
Won, Shim, Joo, & Park, 2014; Rui & Stefanone, 2013). Individuals
can realize the behavior of expressing their self-presentation on
mobile devices by pressing a “Like” button, changing individual
social status, sharing acomment, or posting a picture, a video, oran
emoticon or by “checking-in” to show their locations and tagging
their friends. These interaction mechanisms can be used as self-
presentation tools because customers can use them to intentionally
disclose personal information via mobile apps and construct and
maintain their public self-images. Based on the preceding discus-
sion, we propose the following hypothesis:

H1. Self-presentation behavior is positively related to the per-
ceived benefits of personal information disclosure via mobile
applications.

The second driving force, personalization, requires collecting
and using personal information to tailor services and contents to
target customers. Consumers are generally willing to reveal their
personal information to receive personalized services, including
birthday coupons and recommended books (Li, 2014; Taylor, Davis,
& Jillapalli, 2009). A survey shows that customers often welcome
personalized services, such as offering an ad in exchange for a spe-
cific product for which they have been looking (Lee, 2014). These
personalized cues of immediacy can increase the intentions of users
to disclose embarrassing and descriptive information (Bandura,
1986; Lee & LaRose, 2011).

When consumers disclose personal information to firms in the
mobile context, the latter may collect and analyze the data and
subsequently design customized services for the former. If cus-
tomers allow marketers to collect their location data, then the firms
can provide a specific promotion package that is only available at
an exact time and location. For instance, most mobile users are
encouraged to share their phone number and location information
to redeem an attractive offer (e.g., “check-in with store logo and
receive 10% discount”). Such a promotion can also be tailored to
individual preferenceif substantial consumption data areavailable
to firms (Davenport, Mule, & Lucker 2011). In return, customers
may gain monetary rewards, discounts, and convenience, or save
time. Mobile technologies (e.g., wearables and mobile devices) can
instantly be connected with oneanothervia theloT platform, which
changes not only how people live buthow they shop as well. When
customers allow marketers to access their mobile information, the
services can be personalized to a sophisticated level and deeply
immersed into the formers’ daily lives. The scope and depth of per-
sonalized services are expanded in the mobile environment and
thus greatly benefit customers. For instance, tourist recommen-
dation systems emerge from the effective use of mobile devices
to obtain customer profiles and site preferences and consequently
make recommendations about points of interest to improve trip
experiences (Anacleto, Figueiredo, Almeida, & Novais, 2014). Con-
versely, customers cannot enjoy personalized services and related
benefits if they do not disclose their useful personal information
to mobile service providers. Therefore, the following hypothesisis
drawn:

H2. Personalized services are positively related to the perceived
benefits of personal information disclosure via mobile applications.

Forperceivedrisks, this study proposes and examines two other
driving factors, namely, perceived severity and control. Perceived
severity refers to the mannerin which individuals perceive theneg-
ative consequences due to a security threat, which triggers their



privacy protection behaviors (LaRose, Rifon, Liu, & Lee, 2005). Per-
ceived severity is significantly related to protective and avoidance
behaviors, such as enabling the security measures of a wireless
home network and installing an anti-malware software (Lee &
Larsen, 2009). The individuals who perceive severe consequences
asaresultoflosinginformation privacy tend to become highly con-
cernedabouttheirinformationsecurity (Mohamed & Ahmad,2012)
and undertake the required action to protect their personal data.
Such concern can even become intensified in the mobile context
in which the people, objects, and things are closely and tightly
connected. Thus, this research hypothesizes that the consumers
who perceive severe consequences experience high perceived risks
when they disclose their personal information via mobile apps.

H3. The perceived severity of personal information disclosure via
mobile applications is positively related to consumers’ perceived
risks.

Withholding information from being disclosed allows con-
sumers to control their submitted personal information to offset
the risk of possible negative issues (Dinev & Hart, 2004). In the
literature, control allows consumers to decide how much informa-
tion to disclose, how they like others to perceive them, or how
they should disclose themselves (Derlega & Chaikin, 1977; Stone
& Stone, 1990). Various uses of information control can reduce the
privacy concerns of consumers over the invasion of their privacy
(Laufer & Wolfe, 1977). When consumers feel that they have con-
trol over future personal information and how it will be used, they
feel a reduced sense of having been invaded or become less con-
cerned about the risks of losing their information privacy (Culnan
& Armstrong, 1999). Firms can provide their customers with mul-
tiple means (e.g., opt-out, privacy notices, and consent forms) to
control their personal information in the mobile context. However,
for strategic and managerial reasons, firms may also limit such
functions (e.g., temporary opt-out instead of permanent opt-out)
(Labrecque et al., 2011). If the firm offers a high level of control,
then consumers can be less concerned about the risks of their per-
sonal information being compromised (Malhotra, Kim, & Agarwal,
2004).

H4. Perceived control of personal information disclosure via mobile
applications is negatively related to customers’ perceived risks

2.2. Understanding the outcomes of privacy calculus

Privacy calculus theory asserts that when consumers allow
product or service providers to access their personal information,
they will perform the costs (risks)-benefits analysis of motiva-
tional factors thatenableand inhibitinformation disclosure (Awad
& Krishnan, 2006). If the consumers feel that they can gain bene-
fits, such as convenience (Milne & Gordon, 1993), customized and
personalized services (Awad & Krishnan, 2006; Graeff & Harmon,
2002; Xu et al., 2011), entertainment (Lee, Im, & Taylor, 2008), and
personal image and monetary rewards (Lee et al., 2008), from dis-
closing personal information, then they will generally relinquish
somelevel of their privacy for potential benefits while using mobile
phone apps.

H5. Perceived benefits are positively related to the intention to
disclose personalinformation viamobileapplications

Perceived risks pertain to the problems that may occur for
customers when firms have access to their personal information
(Malhotraetal.,2004). The ethical use of privacy data towhich firms
have been granted access is uncertain. Customers have concerns
that unethical firms may access other privacy data they have not
beenpermitted toretrieve. Customers alsoworry that their privacy

data may be sold to a third party without prior notice or consent
(Xu et al., 2011). Following this line of reasoning, we posit that the
overallrisk perception of information disclosureis expected toneg-
atively affect consumers’ intentions to disclose their information to
amarketer (Norberg, Horne, & Horne, 2007). As such, the intention
of consumers to disclose their personal information will decrease
if they identify a high risk of privacy invasion while using mobile
phone apps.

H6. Perceived risks are negatively related to the intention to dis-
close personal information via mobile applications.

Considering the effects of benefits and risks, ourresearch frame-
work will examine the conflicting forces in the mobile environment
in which the diverging effects coexist and the boundary is blurred.
We will also investigate the relative strength of the different rela-
tionships in the model and obtain further knowledge on user
behavior in the mobile environment.

3. Methodology
3.1. Questionnaire design and measurement items

An online survey was employed to collect data for hypothesis
testing and the respondents were invited through paid advertising
on online portals and researcher networks. To reach out to poten-
tial qualified respondents, a paid campaign was run for two weeks
on Facebook. The targeted subjects were individuals aged 16 years
and above with keen interest in mobile apps, social media, social
networking, etc. Upon logging in, the ad recipients were exposed
to the research information via their Facebook page. The research
information was also posted on the university’s student networks
and on the personal fan pages of the researchers to recruit other
potential respondents.

The questionnaire was comprised of three parts. The first sec-
tion explained the purpose and context of the research. In the
second section, the respondents were instructed to provide their
opinions about all of the measurement items. An attempt was
made to counterbalance the sequence of questions of different con-
structs to create a psychological break and to avoid respondent
fatigue (Podsakoff, MacKenzie, Lee, & Podsakoff,2003). Finally, the
third section contained demographic questions. Confidentiality and
anonymity of all respondents were maintained.

Theresearchmodelincorporated seven constructs, namely, self-
presentation, personalized services, perceived severity, perceived
control, perceived benefits, perceived risks, and intention to dis-
close via mobile apps. All questionnaire items were adapted from
the existing literature to fit the current research context and were
assessed with a seven-point Likert scale ranging from 1 (“strongly
disagree”) to 7 (strongly agree”). Table 1 presents the summary of
measurementitems.

The control variables included demographic information, such
as gender and education. Previous studies indicated that prior expe-
riences of mobile app usage can influence the intention of personal
information disclosure (Bansal, Zahedi, & Gefen 2010; Kim, Ferrin, &
Rao, 2008). To avoid the potential influence of prior experiences, we
added three control variables, namely, years of smartphone owner-
ship, number of hours spent on mobile app usage every week, and
number of apps used every week.

3.2. Characteristics of the sample

A total of 347 survey questionnaires were collected and 327
were retained for further analyses after data cleaning. Table 2 lists
the demographics and characteristics of the smartphone usage of
the respondents. Approximately 81.3% of the respondents were
aged 21-30 years, representing the major segment of smartphone



Tablel
Measurement items.

Construct Items Descriptions
Perceived severity (adapted SEVE1 Ibelieve that losing information privacy through mobile applications would be a serious problem
from Mohamed & Ahmad, for me
2012)
SEVE2 Having my online identity stolen through mobile applications would be a serious problem for me
SEVE3 Losing personal information privacy through mobile applications would be a critical issue for me
SEVE4 Losing photo privacy through mobile applications would be a serious problem for me
Perceived control (adapted CTRL1 I am usually bothered when I do not have control over personal information that I provide to
from Hong & Thong, 2013) mobile applications
CTRL2 T am usually bothered when I do not have control or autonomy over decisions about how my
personal information is collected, used, and shared by mobile applications
CTRL3 I am concerned when personal information control is lost or unwillingly reduced as a result of a
marketing transaction with mobile applications
Self-presentation (adapted SP1 I disclose to present myself in a realistic manner
from Lee et al., 2008)
SP2 I disclose to present my self-concept
SP3 I disclose to present my individual characteristics
Personalized services (adapted PER1 Mobile applications can provide me with personalized deals/ads tailored to my activity context
from Xu etal., 2011)
PER2 Mobile applications can provide me with more relevant promotional information tailored to my
preferences or personal interests
PER3 Mobile applications can provide me with the type of deals/ads that I might like
Perceived benefits (adapted BEN1 Mobile applications reduce my searching time to find promotional information that I need
from Xu et al., 2011)
BEN2 Mobile applications can provide me with the convenience to instantly access the promotional
information that I need
BEN3 Overall, I feel that using mobile applications is beneficial
Perceived risks (adapted from RISK1 Providing the mobile applications with my personal information would involve many unexpected
Xu et al., 2011) problems
RISK2 Disclosing my personal information to mobile applications would be risky
RISK3 The potential for loss in disclosing my personal information to mobile applications would be high
Intention to disclose via mobile INT1 Tam likely to disclose my personal information
applications (adapted from
Xu et al., 2011)
INT2 Tam willing to disclose my personal information
INT3 Disclosing my personal information to this application for its product and services is unlikely for

me (reverse code)

users. With regard to smartphone ownership, 12.5% of the respon-
dents have used smartphones for less than a year, 25.1% from 1 to
2 years, 19.6% from 2 to 3 years, and 42.8% for more than 3 years.
Regarding the average time spent on mobile apps, more than half
of the respondents (50.8%) had spent 1h to 20h for the previous
week, 25.7% spent 21h to 40h, 9.2% from 41h to 60h, 4.9% from
61h to 80h, and 3.4% spent more than 100 h. Finally, 86.2% of the
respondentssaid that they useanaverage of 1-10apps every week.

3.3. Confirmatory factor analysis

This study employed partial least squares (PLS; Ringle, Wende,
& Will, 2005), a second-generation statistical technique, to test
the measurement model. Compared with covariance-based struc-
tural equation modeling (CB-SEM), PLS is a variance-based SEM
and explains the variance in dependent variables. In addition, PLS
is more liberal on sample size and data distribution requirements
than CB-SEM (Chin & Newsted, 1999).

Among all the measurementitems, oneitem of perceived sever-
ity (SEVE3) and another item of intention (INT3) were removed
because of low loading and high variance inflation factor (VIF) val-
ues. Kock & Lynn (2012) specified that a VIF value threshold at 3.3
is recommended within the context of variance-based SEM, such
as our research.

Several assessments were conducted to ensure the convergent
and discriminant validities. The average variance extracted (AVE)
and compositereliabilities (CR) werefirstexamined for convergent
validity. Asindicatedin Table3,all constructshad CRvalues greater
than 0.8, exhibiting a satisfactory internal consistency. The results

also showed that the AVE values ranged from 0.649 to 0.828, which
were higher than the recommended level of 0.5 (Fornell & Larker,
1981). This finding suggests that more than half of the variances of
the constructs were explained by the items; hence, all constructs
exhibited anacceptable convergent validity.

To examine the discriminant validity, the square roots of AVE
values were compared with inter-construct correlations (Fornell &
Larcker, 1981). Table 3 shows that the values on the diagonals are
greater than those of off-diagonals. Table 4 reports the cross-factor
loadings and reveals that all items have loadings greater than 0.7
andload substantially higher ontheircorrespondingfactors. There-
fore, the measurement items exhibited a satisfactory discriminant
validity.

3.4. Common method bias (CMB)

Harman’s one-factor test (Harman, 1976) was also conducted to
address the common method bias (CMB) that is commonly asso-
ciated with the survey approach. The following two criteria are
widely adopted to determine the aspects in which the data are
likely to suffer from CMB: (1) a single factor emerges from the fac-
tor analysis, and (2) one general factor accounts for the majority of
the covariance among measures (Podsakoff et al., 2003). If none of
these cases materializes, then the likelihood of CMB occurrence is
low. The result of the unrotated principal component factor anal-
ysis showed that the first factor explained approximately 32% of
the total variances. As a result, CMB was not considered a serious
problem because more than one factor was extracted, and no single



Table 2
Characteristics of the sample.

Demographics Categories Frequency Percentage (%)
Under 20 17 5.2
21-30 266 81.3

Age 31-40 35 10.7
41-50 8 2.4
51-60 1 0.3

Gender Male 154 47.1
Female 173 529
High school or below 12 3.7
Bachelor’s degree 154 47.1

Education Master’s degree 148 45.3
Doctoral degree 13 4.0

Income Less than USD 500 178 54.4
USD 500-1000 92 28.1
USD 1001-2000 44 13.5
USD 2001-3000 7 2.1
Above 3000 6 1.8
Student 147 45.0
Part-time employed 18 55

EmploymentStatus Full-time employed 142 43.4
Unemployed 7 2.1
Others 13 4.0

Working experience (years) None 46 14.1
1-5 224 68.5
6-10 45 13.8
Above 10 12 3.7
Less than 12 months 41 12.5

Smartphone ownership 12-24 months 82 25.1
25-36 months 64 19.6
More than 3 years 140 42.8

Average time spent using mobile applications last week by users (hours) None 4 1.2
1-20 166 50.8
21-40 84 25.7
41-60 30 9.2
61-80 16 4.9
81-100 16 4.9
Above 100 11 3.4

Number of mobile app used weekly on average None 4 1.2
1-10 282 86.2
11-20 32 9.8
21-30 5 1.5
Above 30 4 1.2

Table 3
Construct reliability, validity, and correlations.
Mean sd AVE CR. 1. 2 3 4. 5 6 7.

1. Benefits 5.019 1.193 0.649 0.846 0.805

2. Control 5.134 1.333 0.796 0.921 0.497 0.892

3.Intention 3.274 1.562 0.760 0.863 0.223 0.040 0.872

4. Risk 5.366 1.406 0.770 0.909 0.356 0.546 —0.136 0.877

5. Severity 5.732 1.326 0.775 0.912 0.432 0.654 —0.106 0.662 0.880

6. Personalized services 4.851 1.206 0.739 0.894 0.579 0.447 0.074 0.316 0.437 0.860

7. Self-presentation 4.241 1.485 0.828 0.935 0.273 0.151 0.360 0.075 0.116 0.264 0.910

*The square roots of AVEs are on the diagonal.

*1: Benefits; 2: Control; 3. Intention; 4. Risk; 5. Severity; 6. Personalized services; 7. Self-presentation.

factor accounted for more than 50% of the variances (Podsakoff &
Organ, 1986).

The approach of Liang, Saraf, Hu, and Xue, 2007 was also applied
to examine CMB. A method factor was introduced into the research
model. The likelihood of CMB being a major concern is supported
by the significant method factor loadings and the substantial val-
ues of the squared loadings. Our analysis revealed that most of
the method factor loadings were insignificant, except for those
between the method factor and INT1, INT2, BEN3, PER3, and SEVE1.
Next, we examined the loadings and found that the squared load-
ings of the substantive constructs exceeded their method variances.

Therefore, the likelihood of CMB occurring in this study is low. To
further enhance our confidence in ruling out CMB, we employed a
marker variable approach in creating a method factor (Lin, Huang, &
Hsu, 2015; Ronkkd & Ylitalo, 2011). Specifically, we selected the fol-
lowing six items of need for cognition (NFC) collected in the survey:
(1) “In general, I prefer complex to simple problems,” (2) “I would
prefer a task that is intellectual, difficult, and important to one that
is somewhat important but does not require much thought,” (3)
“I find little satisfaction in deliberating hard and for long hours,”
(4) “1 prefer to think about small, daily projects rather than long-
term ones,” (5) “I think primarily because I have to,” and (6) “I tend



Table4
Cross-loading values of research constructs.

Benefits Control Intention to disclose Personalized services Risk Severity Self-presentation
BEN1 0.702 0.374 0.213 0.342 0.185 0.192 0.159
BEN2 0.872 0.390 0.140 0.555 0.308 0.379 0.220
BEN3 0.832 0.441 0.201 0.476 0.349 0.440 0.271
CTRL1 0.460 0.888 0.078 0.380 0.473 0.570 0.126
CTRL2 0.422 0.921 0.020 0.389 0.482 0.591 0.103
CTRL3 0.447 0.867 0.011 0.426 0.505 0.590 0.174
INT1 0.217 0.179 0.819 0.117 0.046 0.046 0.247
INT2 0.182 —0.061 0.922 0.030 —0.232 —0.188 0.365
PER1 0.493 0.449 0.035 0.800 0.284 0.395 0.170
PER2 0.488 0.416 0.050 0.897 0.297 0.389 0.237
PER3 0.508 0.290 0.104 0.878 0.233 0.342 0.272
RISK1 0.323 0.453 —0.113 0.272 0.876 0.566 0.087
RISK2 0.346 0.521 —0.095 0.298 0.878 0.591 0.072
RISK3 0.269 0.462 —0.150 0.260 0.877 0.586 0.039
SEVE1 0.401 0.653 —0.113 0.426 0.616 0.887 0.091
SEVE2 0.376 0.560 —0.088 0.328 0.588 0.895 0.099
SEVE4 0.361 0.508 —0.077 0.398 0.542 0.860 0.118
SP1 0.298 0.138 0.356 0.268 0.079 0.094 0.921
SP2 0.234 0.133 0.303 0.234 0.046 0.118 0.916
SP3 0.189 0.145 0.317 0.207 0.078 0.108 0.892

to set goals that can be accomplished only by extending consid-
erable mental effort.” These items were used to create a method
factor that had a regression path to each endogenous construct
as an exogenous construct. We then estimated the models with
and without the method factor. Analysis results showed that the
significant paths detected in the original baseline model remained
significant in the method factor model. Therefore, we conclude that
CMB is not a major concern in this study.

3.5. Assessment of the structural model

The quality of our structural model was evaluated based on
R-squares. Structural paths were assessed to test the relation-
ships of the research hypotheses. The R-squared values for the
dependent variables indicate the percentage of variance in the
dependent variable explained. Fig. 1 reports the analysis results
of the research model. As can be seen, the perceived benefits
were significantly influenced by two factors: personalized services

(1 =0.544, p < 0.001) and self-presentation (1 = 0.129, p <0.01),
which explained 35% of the variance in perceived benefits. Accord-
ingly, Hl and H2 are supported.

For perceived risks, perceived severity and perceived control
jointly explained 46.1% of the variance. Perceived severity sub-
stantially affected perceived risks in a positive manner (1 =0.534,
p<0.01), thereby supporting H3. Inaddition, perceived control sig-
nificantly affected perceived risks (1=0.196, p<0.01). However,
such an effect is positive, contrary to our expectation. Therefore,
H4isnotsupported.

Meanwhile, H5 represents a hypothetical statement indicat-
ing that perceived benefits are positively related to the intention
of disclosing personal information via mobile apps. Based on the
statistical results (1=0.323, p <0.001), the positive influence of
perceived benefits on the intention of information disclosure via
mobileappsis verified. Thus, H5 is supported. As for H6, it posited
the idea that perceived risks are negatively related to the intention
of information disclosure via mobile apps. The results indicated
a negative relationship (with 1=-0.254, p <0.001) between two
constructs. Thus, perceived risks are considered to be negatively
related to the intention of information disclosure via mobile apps,
thereby supporting Hé6.

We also incorporate demographic and usage variables as con-
trol variables. The results reveal that only gender and usage hours
per week exert significant impacts. All other variables, including
age, income and smartphone ownership, fail to influence users’

intention to disclose. In other words, the introduction of con- trol
variables retained the original relationships between the
antecedent and outcome variables. Therefore, we removed insignif-
icant control variables and only retained the influential ones.
Interestingly, the data suggested that consumers who spent more
time using apps are less likely to disclose their personal informa-

tion via apps (with 1=-0.147, p <0.001). Moreover, females are
more likely to disclose personal information through mobile apps

(with 1=0.116, p < 0.001).

4. Discussion
4.1. Research findings

The personalization-privacy paradox has long been argued as
the root of the slow acceptance of some mobile technologies among
consumers (Xu et al., 2011). However, this paradox has become
less enduring than it used to be. A study shows that privacy issues,
regardless of their safety, do not stop users from using personal-
ized mobile applications for gratification purposes (Sutanto et al.,
2013). As a result of the eroding importance of privacy concerns
in adopting mobile applications, the current literature emphasizes
the investigation of (1) the factors contributing to the amount
of personal information that mobile users are willing to share (Han,
Min, & Lee, 2015) and (2) context-aware services that can be
delivered on the basis of the massive amount of personal informa-
tion (Gronli, Ghinea, & Bygstad, 2013). Understanding information
disclosure factors can provide insights into the design of context-
aware mobile applications that would encourage users to disclose
personal information (positive and negative). Consequently, mobile
companionship can be achieved with the introduction of personal-
ized, adaptive, and gratifying applications (Gronli et al., 2013).

We conceptualized a dual-path research model based on pri-
vacy calculus theory to understand the cost-benefit analysis carried
out by individuals as they make decisions regarding their pri- vacy.
We posited two driving forces of each path that influence a
person’s intention to disclose personal information via mobile
apps. Compared with perceived risks, the benefits that customers
think they will receive after disclosing personal information exert a
stronger influence (the absolute value of 0.323 is greater than that

of —0.254) on mobile users’ intention to disclose personal informa-
tion. This result suggests that when using mobile apps, individuals
assign greater value to potential rewards than to potential risks.
This major finding matches that of a recent study about young
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Fig. 1. Results of the research model.

Facebook users’ lack of privacy concerns (perceived risks) when
sharing theirlocation-related information via mobile phones (Kim,
2016). Another study supporting our finding revealed that com-
pared with non-mobile users, the mobile users of Twitter place
greater value on the benefits of immediacy and intimacy to fulfill
their social interaction needs (Han et al. 2015). Hence, when using
mobile apps, an increasing number of users are placing greater
importance on perceived benefits than on perceived risks.

Driving forces exert different effects in terms of magnitude. For
perceived benefits, the influence of personalized services is four
times greater than that of self-presentation (0.544 versus 0.129).
Personalized services are social cues that can help users form trust
in the mobile services they receive. A high degree of personal-
ized immediacy services can encourage mobile users to disclose
bothdescriptiveand evenembarrassinginformation (e.g., personal
health records) about themselves (Lee & LaRose, 2011).

In addition, enabling users to establish symbolic self-
representation can also encourage users to disclose their personal
information in mobile applications. Self-representation portrays
shared network experiences and a common understanding of indi-
vidual roles (Byron & Laurence, 2015). To develop, maintain, and
improve their personal relationships in mobile applications, users
feel inclined to share personal information. Mobile applications
that contribute to self-regulation behaviors can attractalargenum-
ber of users who are willing to share their personal information
over such mobile apps. One major reason for the ubiquitous accep-
tanceof YouTubeisitsability toencouragevideocreatorstovisually
disclose personalinformationinnon-anonymoussettings (Misoch,
2015).

Although the security risks of mobile commerce are omnipresent
in today’s society, mobile users tend to have relatively low perceived
risks (Jones & Chin, 2015). Perceived risks have been proven to be
an important predictor for Internet technology (e.g., e-banking)
adoption in previous studies (Martins, Oliveira, & Popovic, 2014).
Our study suggests the close examination of the two antecedents
of perceived risks, namely, perceived severity and perceived
control. Our findings show that perceived benefits have the same
pattern as perceived risks. Specifically, perceived severity exerts
a stronger influence on perceived risks relative to perceived
control. The influence of perceived severity (path coeffi- cient =
0.534) is almost three times greater than that of perceived control
(path coefficient = 0.196). The finding is consistent with that of
previous studies, which reported that perceived severity

(e.g., service failure severity and product performance risks) has
a strong negative influence on customer metrics such as loyalty
(Wang, Wu, Lin, & Wang, 2011) and trust (Hong, 2015). Security
risk and perceived risks are not increasing at the same rate, thus
highlighting the importance of increasing users’ perceived risks
to the same level as security risks. For instance, most users are
not aware of the potential and prevalent risks (e.g., information
security, data location, provider lock-in, and disaster recovery)
inherent in cloud computing applications (Brender & Markov,
2013). To heighten users’ awareness of the perceived risks of using
mobile applications on the cloud, communicating with them about
the severity of losing their personal data on the cloud could be
more effective than educating them about not disclosing their
sensitive, personal data.

Although the empirical data generally support most of the
hypotheses, we still obtained an unexpected result that is incon-
sistent with our proposed hypothesis. We proposed a negative effect
of perceived control on perceived risks, whereas the analysis
revealed the possibility that a high level of perceived control actu-
ally activates customers’ awareness on the probability of privacy
invasion. A possible explanation is that a person who scores high
in terms of self-control of perceived risks is likely to be strongly
aware of or sensitive to privacy threats. This positive relationship
is particularly evident among mobile users. The Pew Research Cen-
ter conducted a survey with 88% of adult mobile phone owners
and users and found that smartphone users are especially vigilant
about how personal data in their mobile devices would be used
(Boyles, Smith, & Madden, 2012). About 54% of the mobile users
in the study chose not to install certain apps after learning poten-
tial risks of information disclosure via such apps. Another 30% of the
mobile users in the study exerted extra efforts to uninstall apps that
posed privacy risks. Furthermore, about 60%, 50%, and 30% of mobile
users backup content, clear browsing history, and turn off loca-
tion tracking features in their smart phones, respectively. Evidence
from the study affirms that the negative relationship between self-
control and perceived risks often seen in the wired environment is
no longer applicable to the mobile environment.

4.2. Additional analysis on boundary conditions
In order to enhance our understanding of users’ intention to

disclose via mobile apps, we have examined possible bound- ary
conditions with variables we collected. We test whether any



demographic variable (e.g., gender, age, education, income and the
duration of smartphone ownership) is able to strengthen or weaken
any hypothesized relationship in the research model. The results
show that all variables have neither direct nor moderating effect
on the outcome variable, except gender. Although females tend to
disclose more personal information via mobile apps, gender does
not change, strengthen, or weaken the hypothesized relationships.

5. Conclusion
5.1. Theoretical contributions

This research offers theoretical contributions in several aspects.
First, the findings of this study suggest that, in addition to tech-
nical attributes, consumers’ perceptions significantly influence
their decision to disclose personal information. To this end, this
research expands prior studies by incorporating non-technical and
more psychological factors into the privacy calculus (Dinev
& Hart 2003) and provides a novel perspective for examining the
personalization-privacy paradox in the mobile context.

Second, this study differs from previous studies because of its
use of the privacy calculus model to examine users’ intention to
disclose personal information in the process of adopting mobile
services. The current literature often measures perceived benefits
and risks with more emphasis on one over the other (Dinev & Hart
2003) and the overall value of information disclosure (Morosan &
DeFranco, 2015), or extends the privacy calculus model by inte-
grating other variables, such as gender (Sun, Wang, Shen, & Zhang,
2015), various intervention mechanisms (Xu et al.,, 2009), poten-
tial information recipients (James, Warkentin & Collignon, 2015),
and culture (Krasnova, Veltri, & Gunther, 2012). By contrast, this
study closely examines perceived benefits and risks by assessing
them and their antecedents simultaneously through dual paths in
the mobile context.

Third, this work extends the previous work on the privacy cal-
culus model (Dinev & Hart 2003; Xu et al., 2011) by identifying
four driving forces, namely, two driving forces for perceived bene-
fits and two driving forces for perceived risks, which contribute
to the ultimate disclosure of personal information. Specifically,
personalized services and self-presentationincrease consumerper-
ception of the benefits of sharing information with mobile app
service providers, whereas perceived severity and perceived con-
trol enhance consumer awareness of the risks of information
disclosure. The empirical analysis supports these two paths of the
influence of perceived benefits and risks on disclosure intention,
thus presenting a balanced framework based on privacy calculus
theory.

Fourth, our findings offer novel insights into the differential
effects of perceived benefits and perceived risks on personal infor-
mation disclosure via mobile applications. As users become less
concerned with or aware of privacy protection in the mobile con-
text, they tend to emphasize trade-off values. In addition, when
seeking personal benefits, mobile users tend to consider person-
alized services as having higher value than self-representation. In
encouraging mobile users toshare their personalinformation, low-
ering the perceived severity of losing their personal information is
moreeffectivethanequipping themwithstringentsecurity control.
These differential effects were not established in previous studies.

Fifth, the positive relationship between perceived control and
perceivedriskscontradicts our expectationand suggestsaresearch
avenue, in which the effect of this factor may be hypothesized to be
dependentoncontext. Xuetal. (2011) argued thatprivacy decision-
makingis contextual innature and reported that mobile users’ risk
perceptionisrelatively strong when the personalization approach
is proactive-based. Therefore, such a result extends the literature

on privacy calculus through the additional empirical evidence of
contextual factors.

5.2. Managerial implications

This study also offers practical insights for businesses that
attempt to provide customers with access to their services through
mobile avenues. The findings suggest that customers value bene-
fits more than they do risks. In other words, customers place more
weight on benefits than onrisks. Businesses should takeadvantage
of this knowledge and subsequently shape their value proposi-
tions to customers. Given that customers are willing to take some
risks to receive certain hedonic and utilitarian benefits, mobile ser-
vice providers should exert additional efforts to make the benefits
salient and distinct through effective promotional plans. In doing
so, these providers can further entice customers to take the risk of
releasingpersonalinformationand enjoyingpersonalizedservices.

Oneapproachistooffer dynamicuser experiences based onper-
sonalized information, because such services can create a win-win
situation for both providers and mobile users. Thefirststep toward
offeringa gratifying experienceis forabusiness tosuccessfully con-
vinceitsusers todisclose personalinformation. Ourstudy suggests
that efforts should be first spent on customizing the current mobile
service offerings for users, followed by helping them create a sym-
bolic identity. With such efforts, users may be willing to disclose
their personal informationand help mobileapplicationdevelopers
further enhance the offerings of their current personalized mobile
services. More importantly, users within the same symbolic social
network will grow steadily and become a profitable market seg-
ment.

Meanwhile, mobile service providers should strive to minimize
the perceived failure severity of having users’ personal informa-
tion compromised. If users sense a high perceived severity of their
personal information being abused by mobile service providers,
they will be less likely to disclose it. Furthermore, mobile service
providers can provide users with added degree of control so that
they can decide what, with whom, and how their personal informa-
tion should be shared and disseminated in their mobile network.

Information technology enables firms to collect a large amount
of customer data. Firms with a superior capacity to analyze big
data and design particular products or services tailored to cus-
tomer needs are likely to obtain their customers’ permission to
access their personal data. To deliver personalized mobile services,
agrowingnumber of companiesare currently utilizing socialmedia
analytics techniques, such as opinion mining, sentiment analysis,
social network analysis, and visual analytics. The key to the success
of these strategies is treating social network users as co-creators
of their personalized products or services (Fan & Gordon, 2014).
Failing to encourage users to disclose personal information can
lead to the failure of even the most cutting-edge business analytics
technologies.

Our research also provides guidelines that shall serve as bases
for firms” implementation of their respective segmentation and
targeting strategies. The self-presentation in our study assesses
people’s tendencies to reveal themselves in the eyes of others and
representsanimportant personality feature. Inmarketing, the vari-
ables that capture consumers’ personality features and lifestyles
represent essential components of psychographics, which are com-
monly used for market segmentation and targeting. For instance, a
previous study reported that mobile phone users can be grouped
into three mobile lifestyles or segments — trendy users, engaged
users, and thrifty users—based on their attitude toward using
mobile phone as a self-presentation article for fashion (Vanden,
Antheunis, & Schouten, 2014). Inaddition, some prior studies indi-
cated that motivational factors drive the extent to which mobile
users are willing to reveal personal information online (Hsiao,



Chang & Tang, 2016; Lee & Kwon, 2015). Therefore, we suggest that
firms should use this psychographic as a segmentation basis to tar-
get customers who have a high motivation to reveal and shape their
digital identity with mobile devices. Mobile technologies provide
numerous tools and avenues for creating and spreading person-
alized digital artifacts. These digital materials not only enable the
self-extension of a user, but also serve as the extended-self of such
user for others to know (Belk, 2013). Companies can then segment
their customers according to the motivational factors of disclos-
ing personal information in mobile applications. Moreover, firms
should consider avoiding users who are sensitive to risks. For exam-
ple, considering one of our interesting findings that females have a
greater tendency than males to disclose their personal informa-
tion via mobile apps, firms may thus consider females who are
insensitive to technological issues as a priority market segment.

5.3. Limitations and future research

Although our study documents the importance of perceptual
factors in disclosing information among mobile app users, we are
unable to test all of them in one research model. Hence, researchers
are encouraged to build upon our study and explore other potential
psychological factors. In addition, our finding of the positive influ-
ence of perceived control on perceived risks suggests the possibility
of moderators. Hence, another future research opportunity would
be to examine the contextual factors that may alter the relation-
ships tested in this work. For example, Xu et al. (2011) reported that
the personalization-privacy paradox depends on personalization
approaches (e.g., covert versus overt, for location-aware market-
ing). In an additional attempt, we tested our method factor, need
for cognition (NFC), as a potential moderator because it assesses
users’ motivation to process information cognitively. Prior litera-
ture on communication and information processing suggests that
the level of users’ need for cognition influences Internet use behav-
ior (Amichai-Hamburger, Kaynar, & Fine, 2007). Thus, assuming
that people with different levels of need for cognition may act as
a boundary condition to alter the relationships is reasonable. Our
preliminary analysis showed that the moderation effect of NFC on
the relationship between risk and disclosure (Risk * NFC) is signif-
icant and negative, whereas that for benefit is insignificant. As the
initial attempt of this study is to test the common method bias issue
of this study, we only used a partial set of items in our survey to
avoid respondent fatigue. Future research efforts could investigate
these potential factors, which may change the magnitude or direc-
tion of the effects on the intention to disclose personal information
in the mobile context.

Users embrace the use of mobile apps to enjoy personalized
services and promote their identity and public image. However,
a growing number of users have privacy concerns (Milne et al.,
2004) because some mobile app providers utilize personal infor-
mation unethically. Thus, these users perceive the risk of personal
information disclosure and often attempt to exercise some control
when using mobile apps. For instance, reading the privacy policy
can reduce the risks of disclosing personal information and promote
choices (Milne & Culnan, 2004) for mobile users.

This exploratory study adopts the privacy calculus model to
examine the trade-off decision made by users before disclosing
personal information via mobile apps. The results indicate that
perceived benefits has greater influence than perceived costs on
the decision of mobile users to disclose personal information via
mobile apps. To increase the perceived benefits, mobile app
providers should thus emphasize the provision of customized ser-
vices and help users manage their identities. Moreover, application
providers should reduce the degree of perceived severity to encour-
age users to disclose their personal information. Understanding the
personalization/privacy paradox can aid mobile app providers in

offering more personalized and privacy-aware products and ser-
vices. Consequently, a win-win situation can be created for both
users and mobile app providers.
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